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Abstract

Purpose: This study aims to identify the appropriate intellectual property
legal framework for data transfer in management information systems (MIS)
and analyze related intellectual property rights. Given the digital
transformation and the importance of data as strategic assets, the need to
develop a comprehensive framework for the safe and legal transfer of data in
organizations is increasingly felt.

Method: This research is of an applied-developmental type with a qualitative
approach and a systematic literature review method was used to collect data.
After searching in reputable databases such as ScienceDirect, IEEE,
ProQuest, Irandoc and ISC with relevant keywords, then based on the
systematic review steps and the elimination of irrelevant items in three stages
of studying the title, abstract and full text, 23 texts (books, articles and
reports) were selected and analyzed based on precise criteria (the presence of
keywords in the title, main keywords in the text, and language restrictions).
Qualitative content analysis was conducted using the summary and coding
method, with a coefficient of agreement between coders (Krippendorff alpha)
of 0.88.

Findings: The legal framework for data transfer in MIS includes five main
dimensions: privacy laws, data security laws, data sharing laws, cross-border
data transfer laws, and accountability and responsibility laws. Also, five
related intellectual property rights components were identified: copyright,
patent, trademark, design, and trade secret.

Conclusion: This study shows that effective data transfer management in
MIS requires simultaneous attention to legal, security, and technical
dimensions. The proposed framework can help organizations design data
transfer policies, reduce legal risks, and improve intellectual property
protection. Given the dynamism of digital technologies, continuous updating
of this framework and education of stakeholders (managers, IT professionals,
and regulators) are essential. It is recommended that organizations take
practical steps to comply with this framework by developing specific
guidelines and conducting periodic audits.
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Introduction

In the digital age, Management Information Systems (MIS) have
become fudamental pillars of organizational and societal
transformation, crucial for enhancing decision-making, productivity,
and internal and external interactions. As data evolves into a strategic
asset of immense value, its transfer within and between organizations
via MIS presents unprecedented legal and security challenges. Central
among these is the protection of Intellectual Property Rights (IPR),
which are now recognized as critical intangible assets driving
economic and technological development. The intersection of data
flow and intellectual property in MIS creates a complex landscape
where issues of privacy, security, and proprietary innovation
converge. Existing literature often addresses either the technical
implementation of MIS or the theoretical aspects of IPR in isolation,
leaving a significant gap concerning the specific legal frameworks
governing data transfer while safeguarding intellectual property. This
gap is particularly evident in contexts requiring a harmonized
approach to legal, security, and technical dimensions. Therefore, this
study aims to systematically identify and synthesize a comprehensive
legal and IPR framework tailored for data transfer within MIS,
addressing this critical research void and providing actionable insights
for organizations navigating the digital economy.

Purpose

The primary objective of this applied-developmental research is to
identify a suitable intellectual property legal framework for data
transfer in Management Information Systems (MIS) and to analyze
the related intellectual property rights. The study is driven by the
pressing need for organizations to establish secure and lawful data
transfer protocols in an era of rapid digital transformation. It seeks to
answer two fundamental research questions: First, what is the possible
legal framework for data transfer in MIS? Second, what are the
intellectual property rights associated with data transfer in these
systems? By addressing these questions, the research aims to provide
a structured guideline that helps organizations design effective data
transfer policies, mitigate legal risks, and enhance the protection of
their intellectual assets. The ultimate goal is to bridge the gap between
theory and practice, offering a roadmap for managers, IT
professionals, and policymakers to foster innovation and productivity
while ensuring legal compliance and robust IPR protection.
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Method

This research adopts a qualitative approach, utilizing a systematic
literature review methodology for data collection. The process began
with a comprehensive search across reputable international and
domestic databases, including ScienceDirect, IEEE, ProQuest,
IranDoc, and ISC. The search was conducted using a defined set of
keywords such as "Intellectual Property Rights,” "Data Transfer,"
"Management Information Systems,” "Privacy Protection,” and "Legal
Framework." The initial search yielded 138 texts, including scientific
reports, theses, articles, and books. These were then subjected to a
rigorous, multi-stage filtering process based on precise inclusion
criteria: the presence of keywords in the title, the inclusion of main
keywords in the text, and language restrictions (English or Persian).
This process involved screening titles, abstracts, and finally, the full
texts, resulting in the selection of 23 primary texts for in-depth
analysis. A qualitative content analysis was performed using a
summary and coding method. To ensure reliability, the coding process
was repeated by an external specialist, and the inter-coder agreement
was calculated using Krippendorff's alpha, yielding a high coefficient
of 0.88, which confirms the consistency and trustworthiness of the
analysis.

Findings

The systematic analysis revealed a multi-faceted framework essential
for governing data transfer in MIS. The findings are structured into
two primary areas: the legal dimensions of data transfer and the
components of intellectual property rights involved.

1. Legal Framework for Data Transfer: The study identified
five key legal dimensions that constitute the foundational
framework for data transfer in MIS:

Privacy Protection Laws: These laws, such as the EU's General Data
Protection Regulation (GDPR), ensure the confidentiality of personal
information and impose restrictions on data access and processing.
Data Security Laws: This dimension encompasses standards and
regulations, like the NIST cybersecurity framework in the United
States, which mandate the implementation of measures for the secure
and confidential transmission of information.

Data Sharing Laws: These govern the exchange of data between
organizations, with specific applications in sectors like healthcare,
outlining the conditions and limitations for such sharing.
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Cross-Border Data Transfer Laws: These address the legal
restrictions and requirements for transferring citizen data across
national borders, a critical issue in globalized operations.
Accountability and Liability Laws: This dimension defines the
responsibilities and penalties for entities involved in data breaches or
other violations of data transfer regulations.

2. Intellectual Property Rights Components: The research
delineated five main components of IPR that are directly
relevant to data and innovations within MIS:

Copyright: Protects data compilations, software code, and associated
documentation under national and international laws like the Berne
Convention.

Patent Rights: Safeguards technical inventions and novel innovations
in the design and implementation of MIS components.

Trademark Rights: Secures brand-related elements such as names,
logos, and symbols associated with information systems, fostering
brand identity and trust.

Design Rights: Covers the protection of the visual and functional
design aspects of system interfaces and hardware.

Trade Secrets: Protects strategic, non-public technical and business
information embedded within MIS from unauthorized disclosure.

The findings underscore that data and systems within MIS can
simultaneously fall under multiple, overlapping legal and IPR
regimes, necessitating a holistic and integrated management approach.
Conclusion: This study concludes that effective management of data
transfer in Management Information Systems requires a synergistic
focus on legal, security, and technical dimensions. The proposed five-
dimensional legal framework, coupled with the five-component IPR
structure, provides a comprehensive blueprint for organizations and
policymakers. This integrated approach is vital for designing robust
data transfer policies, reducing legal exposure, and maximizing the
value of intellectual property assets. The research highlights that a
strong legal framework is ineffective without robust security controls
(e.g., encryption, access management), and advanced technological
implementations are risky without strict adherence to legal mandates.
Therefore, continuous dialogue between legal, IT, and cybersecurity
units within an organization is imperative. Given the dynamic nature
of digital technologies, the proposed framework is not static; it
requires periodic updates and stakeholder education to remain
relevant. Practical recommendations derived from the findings include
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developing organization-specific IPR policies for MIS, conducting
regular staff training on data protection and IPR, and implementing
periodic audits to ensure compliance. This study contributes to both
theoretical and practical domains by offering a systematic,
interdisciplinary framework that can guide future research and inform
the development of agile legal systems suited for the digital era.

Intellectual Property Rights Framework Related to Management Information
Systems Data Transfer

Extracted
Component Component Present in Text
(Final Text (Initial Concept)
Component)
Protection of intellectual | O'Sullivan, M. J. (2000).
property rights for data, | International copyright: protection
software, and | for copyright holders in the Internet
documentation related to | age. NY Int'l L. Rev., 13, 1.
information systems, | Leaffer, M. A
including laws such as | (2019). Understanding  copyright
national and international | law. Carolina Academic Press.
Copyright | copyright laws like the | Fiesler, C., Feuston, J. L., &
U.S. Copyright Act and | Bruckman, A. S. (2015, February).
the Berne Convention. Understanding copyright law in
online  creative =~ communities.
In Proceedings of the 18th ACM
conference on computer supported
cooperative  work &  social
computing (pp. 116-129).
Protection of inventions | Ailia, M. J., Thakur, N., Abdul-
and technical innovations | Ghafar, J., Jung, C. K., Yim, K., &
in the design and | Chong, Y. (2022). Current trend of
implementation of | artificial intelligence patents in
information systems is | digital pathology: a systematic
important. evaluation of the patent
landscape. Cancers, 14(10), 2400.
Benjamens, S., Dhunnoo, P,
Gorog, M., & Mesko, B. (2023).
Patent Forecas?ing artificial intelligenqe
trends in health care: systematic
international patent analysis. JMIR
Al, 2(1), e47283.
Czarnacka-Chrobot, B. (2009).
Standardization of software size
measurement. In Internet—
Technical Development  and
Applications (pp. 149-156). Berlin,
Heidelberg: Springer Berlin
Heidelberg.
Trademark | Protection of names, | In, S. (2002). Death of a trademark:
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signs, and trademarks | genericide in the digital age. Rev.
related to information | Litig., 21, 159.
systems encourages their | Locke, S. D. (2017). Trade Dress in
inclination to transfer | the Age of E-Commerce: The
data. Challenge of Protecting the "Look
and Feel" of Websites and Mobile
Apps. Alb. LJ Sci. & Tech., 27,
213.
Krob, N. J. (2015). Protecting
Business in the Digital Age: A New
Perspective on Trademark Law and
Keyword Advertising. Drake L.
Rev., 63, 947.
Ginsburg, J. C., Litman, J., &
Kevlin, M. L. (2001). Trademark
and unfair competition law: cases
and materials (p. 689). Foundation
Press.
National design | Jensen, T. E., Birkbak, A., Madsen,
registration laws, such as | A. K., & Munk, A. K. (2021).
the UK's Registered | Participatory Data Design: Acting
Design Right | Designs Act, emphasize | in a digital world. In Making &
the protection of the | Doing: Activating STS through
designs and appearance | Knowledge Expression and
of information systems. Travel (pp. 117-136). MIT press.
National laws for the | Ettredge, M., Guo, F., & Li, Y.
protection  of  trade | (2018). Trade secrets and cyber
Trade secrets, such as the U.S. security_ breaches. JOL_JrnaI _ of
Secrets Defend Trade Secrets | Accounting and Public Policy,
Act, are among | 37(6), 564-585.
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laws.
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